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1.0 Introduction

1.1 About SendQuick Pte Ltd

SendQuick™ develops and offers enterprise mobile messaging solutions to facilitate
and improve business workflow and communication. Our solutions are widely used in
areas such as IT alerts & notifications, secure remote access via Multi-Factor
Authentication, emergency & broadcast messaging, business process automation and
system availability monitoring.

In addition to functionality, SendQuick’s messaging solutions have also been
developed with other key features in mind. These include security and confidentiality
of company information, and ease in mitigating disruption during unplanned system
downtime such as that arising from cyberattacks. Our solutions are available in the
form of server-grade hardware Appliance, Virtual Machine or Cloud-based.

SendQuick is your Innovative Partner for future-proof enterprise mobility solutions —
used by over 1,500 corporations, with over 2,000 installations, including many Fortune
Global 500 companies, in over 40 countries across the banking, finance, insurance,
manufacturing, retail, government, education, and healthcare sectors.

1.2  Purpose of Document

This document is a guide on how to integrate SendQuick with Spunk to send SMS
alerts. In this guide, we will be using SendQuick Entera for the integration. In this
guide, we will be using SendQuick Entera Version 20220809-4HF1 and Splunk
9.2.0.1 for the integration illustration.

We will illustrate two methods in this guide:
e Email method
e Webhook http method

The common method is the email method. This method allows users to make full
use of SendQuick notification management features such as roster and
escalation management. Besides SMS, SendQuick can also notify alerts through
other communication channels such as social messenger applications, multiple
emails and automated Voice calls.
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2.0 Send Email to SendQuick

When any device is down or there is a need to send a notification alert, Splunk can
trigger an email to SendQuick. SendQuick will then convert the email message to
SMS.

2.1 Configure Email Filter in SendQuick

SendQuick allows you to configure alerts to be sent to multiple phone numbers,
groups or even combination of emails and SMS. To explore this feature, navigate
on the SendQuick dashboard to Filter Rules > Email Filter.

Account Send UUICK Entera ™ English v  OServerv ®Logout

admin

les - Email Filter
@ Dashboard
B8 Server Setup Show 10 v entries Search

0 Messaging Setup Rules

& Modem Setup Ru
Rule Tir
. Phone Book & Roster No  Description To From Subject  Message  Priority  Status  Group  Bul
Y Fiter Rules 1 Andy Test & andyhun@entera2022.sendquick.com 5 Enable
I— 2 PRTG prtgalert@entera2022.sendquick.com mahesh@sendquick.com 5 Enable
SNMP Trap Filter
Add New Record
Syslog Filter
Showing 1 to 2 of total 2 records Previous Next
0 Network Monitor

4 4

Email Forwarding Message Time Buffer

Figure 2-1: Email Filter > Add New Record

@ Helpdesk Integration

8 Socuritv Sahin

Click on Add New Record.

You can then create a new record to define the email address Splunk should send to.
In our example, we will use splunk@entera2022.sendquick.com

(Check your host and domain name value in the SendQuick dashboard under System
Overview under Host and Domain. In this example it is entera2022.sendquick.com)

The user email can be anything meaningful that you choose but the domain name
of the email address must correspond to your domain name of your SendQuick
system.
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Fill in the Description, Mail To. For Match Mode, check ANY. Once done, click
Save.

Add Mail Filter Rule
Description Splunk
i o

Mail To splunk@entera2022.sendquick.com
Mail From |

Subject |

Message |

Priority 5 v
Rule Status Enable v

Figure 2-2: Add Mail Filter Rule

Click on View for the record that you have created:

Filter Rules Email Filter
Show 10 v entries Search:
1: Rules
Rule
Rule Time Date
No Description To From Subject Message Priority Status Group Buffer Created Match Alert
1 @ S S— s Enable No 04/03/2024  ALL View
=
2 / LSS . . > 5 Enable No 05/03/2024 ANY View
@
3 Splunk (& splunk@entera2022.sendquick.com L3 Enable No 05/03/2024 ANY
4 B 5 Disable No 02/02/2024 ALL View
7
Add New Record De|
Showing 1 to 4 of total 4 records Previous - Next

Figure 2-3: Email Filter > View

Then click on Add New Record.
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Email Filter Rules
Description Splunk
Mail To splunk@entera2022.sendquick.com
Mail From
Subject
Message
Match Mode ANY
Show 10 v entries Search:
No 1k Message Receiver Alert Template Edit
No data available in table
‘ Add New Record ’ Delete
—

Figure 2-5: Add New Record (Recipients)

You can then add multiple numbers, emails, or even pre-defined groups to
receive the notification alerts.

Alert Tomplate

Alert Receiver

[
———

Satect rom Phone Book

obite Number to Receive Alert

Adert Emad

Alort MIM

Send Acknowledgerment Notice

Disable Roster Managerment O

Disable Roster Management

Email to Receive Alert ) Voice to Receive Alert Group to Receive Alert
”4//

~ Once

Alert Voice

Once & Report

Escalation

Escaiaton

& Report

Send acknowledgement notice

e -

Figure 2-4: Alert Recipient Configuration

After you have keyed in the information, click on Save to continue.
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uicktip - To check your host and domain name, you can find the value
in the SendQuick dashboard under System Overview under Host and
Domain.

For e.g. our domain name is entera2022.sendquick.com

SendQluick” Entera

Dashboard

System Overview System Usage

Web Based Terminal is running. Remember to close it after

B8 Server Setup

Modem Status

0 Messaging Setup

& Modem Setup

< Backup & Diagnostic

lul Usage Logs

. Phone Book & Roster T2

¥ Filter Rules Host entera2022

8 Network Monitor Domain sendquick.com

& Helpdesk Integration Gateway 192.168.1.1

& Security Setup DNS Server 127.0.01

&, Password Management System Version: 20220809
Version Kernel: 5.15.79

Patch No: 4HF1 (WHC-3)

Last Patch File

C-cd.enc

Last Patch Date: 17/01/2024 15:51:36
Serial No: SQ0523090029

Figure 2-6: System Overview

2.2

Configure Email Settings on Splunk.

On the dashboard of Splunk, navigate to Settings > Server Settings > Email

Settings.

ministr M ges v S v y v F -
Explore Splunk Enterprise y KNOWLEDGE DATA
1 Searches, reports, and alerts Data inputs

Search & Reporting — N Data models Forwarding and receiving
| Event types Indexes
1 +) Add Data Tags Report acceleration summaries
+ Find More Apps Flelds Virtual Indexes
Product Tours Add Data -
33 Lookups Source types
New to Splunk? Take @ tour to help Add or forward data to Spl Il Dies kiitese
0U ON your wa! Enterprise. Afterwards, you " DISTRIBUTED ENVIRONMENT
y y 4 P s Monitoring Alert actions
wHac TN Console Advanced search Indexer clustering

All configurations

SYSTEM

Server settings

Forwarder management
Data Fabric

Distributed search

USERS AND AUTHENTICATION

Health report manager Roles
Instrumentation Users
Licensing Tokens

Workload management

Password Management

Authentication Methods

Figure 2-7: Server Settings
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Server settings

Manage system settings including ports, host name, index path, email server, and system logging

General settings
Login background
Server logging
Deployment client

Search preferences

Figure 2-8: Email Settings

In the Mail Server Settings section, key in your own SendQuick IP address in the
Mail Host field as shown in the screenshot example below.

Email settings

Server settings » Email settings

Mail Server Settings

Mail host i 1921681.222

Set the host that sends mail for this Splunk instance.

Email security (@) none Enable SSL Enable TLS

r admin. When SSL is enabled, mail host should include the port. IE

Username

Password

Confirm password

Figure 2-9: Email Server Configurations

For Email Security, leave it as “none” unless you have configured SSL or TLS in
SendQuick.

Please note that you will also need to have the same security certificate on Splunk
for this to work. Please refer to Splunk manuals on how to configure this. If no
security has been configured, leave the Username and Password fields blank.
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uick To check what security was installed on SendQuick, navigate

to the following item on the SendQuick dashboard:
'Security Setup > SSL Setup > SSL Protocoq
SendQluick” Entera ‘

SSL Setup

@ Dashboard

& Server Setup D Enable SSL senvice
0 Messaging Setup Please make sure the following data is valid. Else S
& Modem Setup SSL Key

. Phone Book & Roster

Y Filter Rules

L0 Network Monitor

@ Helpdesk Integration

& Security Setup
Sesver Admin Permission

HTTP Host Permission

SMTP Host Permission

Email User Permission

SSL Certificate

Relay Host Permission

Database Connection Permission” SSLCA u

FTP Host Permission ® Upload File [ Choose File
SSL Cipher Strength — on T

Mobile Number Permission

System Services
SSL Protocol

Fiqure 2-10: SSL Setup

You can key in the email address of your choice in the Send emails as field and
Email footer. Click on Save.

Email Format

Link hostname

Set a hostnam
(eg. [2001:db8:

or generat

1)). Leave

1g notifications. Enclose IPv6 addresses in square brackets

Send emails as splunk@sendquick.com

Email footer * end-of-message

™

Figure 2-11: Configuring Sender Email
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2.3 Setting Up An Alert

To create an alert in Splunk, you can save an alert from a search. In this example
we will create a sample real-time alert. On the Splunk > Enterprise Dashboard,
click on the Search & Reporting app.

Settings ¥ Activity v Help v Q Find

Search & Reporting fi
ApPs panod ~ ), Administrator
‘ Search ag
1ks Dashboard Recently viewed Created by you Shared with you
sen
) Find Mo s
IDU Splunk Secure Gateway s e T
Upgrade Readiness App E} Adddata @ Search your data
© add date froma variety of common sources. Turn data into doing with Splunk search
Find more apps [2
Visualize your data (_Q@ Add team members
Create dashboards that work for your data. T Add your team members to Splunk platform
@ Manage permissions @ Configure mobile devices
Control who has access with roles. Login or manage mobile devices using Splunk
Secure Gateway.

Figure 2-12: Search & Reporting

On the search bar, key in the following to create a new search to look for errors
(for more on splunk searches, please refer to documentation from Splunk)

index=_internal " error " NOT debug source=*splunkd.log*

splunk Apps ¥ Administrator v Messages Settings ¥ Activity ¥ elpv |Q Find
Search Analytics Datasets Reports Alerts Dashboards Search & Reporting
NeW Search Save As v Create Table View Close
index=_internal " error " debug source=xsplunkd.log* Last 24 hours ¥ nl
v~ 55 events (3/11/24 10:00:00.000 AM to 3/12/24 10:32:53.000 AM) No Event Sampling ¥ Jobw o L. + ? Smart Mode ¥
Events (55) Patterns Statistics Visualization
Format Timeline v — Zoom Out Yhats;per Collmey
=

List v # Format 20 Per Page v 1 2 3 Next >
< Hide Fields = Al Fields 4| s S

> 3Mi24 03-11- OR SearchScheduler [

SELECTED FIELDS

6:29:14.882 PM sendalert
a host 1

a source 1
a sourcetype 1 : B
host = DESKTOP-NLI244J source = C:\Program Files\Splunk\var\log\splunk\splunkd.log

= splunkd
INTERESTING FIELDS

> 3M124 03-11-2024 18:29:14.882 +0800 ERROR sendmodalert [44972 AlertNotifierWorker-6] - Error in 'sendalert' command: Alert script r
a component 5

6:29:14.882 PM eturned error code 2.

# date_hour 2
host = DESKTOP-NLI244)  source = C:\Program Files\Splunkivarilog\splunk\splunkd.log | sourcetype = splunkd hd

Figure 2-13: Error Search
Click on the magnifying glass icon.

After the search results has appeared, you can then save it as an alert by
selecting Save As > Alert
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Apps ¥

Analytics Daf Reports Alerts Dashboards

New Search SaveAsy  Create Table View  C

Report
index=_internal " error " NOT debug source=+splunkd.logx Last 24 hours v

9, B2 Y M to 3/12/2 32:53 Y nt Sampling ¥ V] + . art M
55 events (3/11/24 10:00:00.000 AM to 3/12/24 10:32:53.000 AM) No Event Sampling Jobb Existing Dashboard Smart Mo
Events (55) Patterns Statistics Visualization New Dashboard
Event Type TN
Format Timeline v — Zoom Out Thourpes

List v # Format 20 Per Page v 1 2 3 Ne|

< Hide Fields = AllFields 1 Time BEC

ifierWorker-6] - Error in 'sendalert' command: Alert
\\Program Files\\Splunk\\var\\run\\splunk\\dispatc|
scheduler__sendquick__search__RMD56300c3cadba63f57_at_1710152520_16.61\\results.csv.gz" results_link="http://DESKTOP-NL|
8000/app/search/@go?sid=rt_scheduler__sendquick__search__RMD56300c3cadba63f57_at_1710152520_16.61""

> 34 03-11-2024 18:29:14.882 +0800 ERROR SearchScheduler [44372 Alertl
6:29:14.882 PM t returned error code 2., search='sendalert logevent results_

SELECTED FIELDS

a host 1
a source 1

a sourcetype 1
host = DESKTOP-NLI244) | source = C:\Program Files\Splunkivarilog\splunkisplunkd.log = sourcetype = splunkd

INTERESTINGFIELDS > 324 03-11-2024 18:29:14.882 +0800 ERROR sendmodalert [44372 AlertNotifierWorker-6] - Error in 'sendalert' command: Alert s

Figure 2-14: Save Incident Scenario as Alert

Configure the alert according to your needs. For this example, we will use the
sample alert provided by Splunk tutorial on Alert Samples

Fill in the following:

e Title: Errors reported (Real-time)
e Alert type: Real-time
e Trigger condition: Number of Results

e Trigger if number of results: is greater than 5 in 10 minutes.

Edit Alert X

Settings

Alert  Errors Reported ( Real-Time)

Description Optional

Z

Alert type Scheduled Real-time

Expires 30 minute(s) ¥

Trigger Conditions
Trigger alert when I Number of Results v I
is greater than v 5
in 10 minute(s) v

Cancel m

Figure 2-15: Alert Configuration
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Before you click Save, scroll down until you see Trigger Action. Click on the Add
Actions button.

Edit Alert X

AL ype SCneuaurey Kearume
Expires 30 minute(s) v

Trigger Conditions

Trigger alert when Number of Results ¥
is greater than v 5
in 10 minute(s) ¥
Trigger Once For each result
Throttle?  []
Trigger Actions
+ Add Actions ¥

Figure 2-16: Trigger Actions

Select Send email from the options provided.

Expires 24

Q| PUGPUL TEIUID WIvURUp
Trigge Output the results of the search to a CSV lookup
file
Trigg Number of Results |
Output results to telemetry endpoint
Custom action to output results to telemetry 5

endpoint

. Run a script

Invoke a custom script

DX Send email \
Q\ email notification to specified recipients

(_}:% WebhooKR
Trie Generic HTTP POST to a specified URL

+ Add Actions ¥

Figure 2-17: Trigger Action - Send Email
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Enter the same email address configured in SendQuick email filter in the To field.
Select Plain Text for Type and click Save.

Save As Alert X

When triggered v <] Send email Remove

To | splunk@entera2022.sendquick.co

m|

y d only at the time of the searc
Show CC and BCC

Priority Normal v

Subject | Splunk Alert: $name$

Message | The alert

was triaaered

Figure 2-18: Send Email Details

You should then have an alert like this.

splunk>en rise Apps ¥ A Administrator v Messages v Seftings v Activiyv  Helpv |Q Find

Search Analytics Datasets Reports Alerts Dashboards | Search & Reporting

Errors Reported ( Real-Time) Edit v
Enabled: ................. Yes. Disable Trigger Condition: .. Number of Results is > 5 in 10 minutes. Edit

A — search Actions: .....cccoouneono.enn. V1 Action Edit

Permissions: ... Shared in App. Owned by sendquick. Edit B4 Send email

Modified: ...... .. Mar 12, 2024 12:05:32 PM

Alert Type: ............... Real-time. Edit

Figure 2-19: Trigger Action Sample Configuration

To check if the Job is running, from the dashboard menu, select Activity > Jobs

Jobs g

Jobs

Manage your jobs. Learn More 2

Triggered Alerts (2

1Jobs App: Search & Reporting (search) v Filter by owner v Status: All v fiter Q 50 Per Pa
Edit Selected v
i L Owner = Application * Events < Size Created at ~ Expires = Runtime * Status Actions
sendquick search 0 76 KB Nov 21, 2019 5:37:56 PM Nov 21, 2019 5:48:19 PM 00:00:23 Running (real-time) Jobw "n o= »

metadata type=sourcetypes | search totalCount > O [real-time]

Figure 2-20: View Running Jobs
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If the condition is triggered, the Status will be changed to Done.

Administrator v

Help v Q Find

Messages v

Settings v Activity v

Jobs
Manage your jobs. Learn More [2
1Jobs App: Search & Reporting (search) v Owner: All » Status: All v Q 10 Per Page v
Edit Selected v
i D Owner + Events < Size * Created at « Expires = Runtime * Status Actions
I D sendquick 10 88 KB Mar 6, 2024 3:33:05 PM Mar 6, 2024 3:46:50 PM 00:00:01 Done | Jobw ~ Fy

Figure 2-21: Trigger Action Status

To confirm that SendQuick has subsequently received the email and sent out as
SMS, go to SendQuick dashboard. Navigate to Usage Logs > Message Logs

Click on the Sent tab and SMS tab. If there is a corresponding entry in the logs,
that means the SMS text was sent successfully.

Account:
admin
@ Dashboard
B Server Setup
© Messaging Setup
3 Modem Setup
. Phone Book & Roster
Y Filtor Rules
£ Network Monitor
© Helpdesk Integration
& Security Setup

@, Password Management

¥ Backup & Diagnostic

M Usage Logs

SendQuick’ Entera

0 English O Server v *Logou
Message Log
._)«{4 Sqoope
e
Search From 20032024  To 372024 Al v J
Show 100 v entries Search
L Date & Delivery Turnaround Mobile
No Time Date Time Sender Number Message
1 20/03/2024 20/03/2024 00:36 prig@sendquick.com {Singapore Standard Time) Last Result: Last Message: Request timed out (ICMP error # 1
17:51:20 17:51:29 (10.166.1.1) s============s=scosssozssssssssssssssssssssssssssssosososes
2 20/03/2024 20/03/2024 00:31 prig@sendquick.com =2082 New Status: Down (before: Unknown)
17:51:24  17:51:28 (10.166.1.1) .
Date/Time: 3/20/2024 5:50:48 PM
3 20/03/2024 20/03/2024 00:25 prig@sendquick.com W cosssssscasssssssassssSSSssSESsssssIcsassssssssssssascasssssssssassss|
17:51:18 17:51:20 (10.166.1.1) Ping (Ping) **** hitp://DESKTOP-NLI244)) talariax local:8080/sensor.htm ?id
4 20/03/2024 20/03/2024 00:20 prig@sendquick.com prig@sendquick.com [PRTG Network Monitor (DESKTOP-NLI244J)] MIMI Ping (Ping) Down
175113 17:51:13 (10.166.1.1) Unknown) (Request timed out ICMP error & 11010)) ========
5 20/03/2024 20/03/2024 00:15 10.166.1.1 (PRTG Network Monitor (DESKTOP-NLI244J)) MIMI Ping (Ping) Down (before: Unknown) (R

17:51.07 17:51:.07

Save CSV Save Excel

timed out ICMP error # 11010)

Figure 2-22: Message Logs
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