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1.0 Introduction

1.1 About SendQuick

SendQuick™ develops and offers enterprise mobile messaging solutions to facilitate
and improve business workflow and communication. Our solutions are widely used in
areas such as IT alerts & notifications, secure remote access via Multi-Factor
Authentication, emergency & broadcast messaging, business process automation and
system availability monitoring.

In addition to functionality, SendQuick’s messaging solutions have also been
developed with other key features in mind. These include security and confidentiality
of company information, and ease in mitigating disruption during unplanned system
downtime such as that arising from cyberattacks. Our solutions are available in the
form of server-grade hardware Appliance, Virtual Machine or Cloud-based.

SendQuick is your Innovative Partner for future-proof enterprise mobility solutions —
used by over 1,500 corporations, with over 2,000 installations, including many Fortune
Global 500 companies, in over 40 countries across the banking, finance, insurance,
manufacturing, retail, government, education, and healthcare sectors.

1.2  Purpose of Document

This document is a guide on how to integrate SendQuick with WhatsUp Gold to send
SMS alerts. In this guide, we will be using SendQuick Entera Version 20220809-4HF1
and WhatsUp Gold 2023 23.1.2 for the integration illustration.

There are several ways to send alert messages from WhatsUp Gold to SendQuick
systems. You can use any of the following methods:

e Email
e SNMP Trap
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2.0 Send Email to SendQuick

2.1  Configure Email Filter in SendQuick

SendQuick allows you to configure alerts to be sent to multiple phone numbers, groups
or even combination of emails and SMS. To explore this feature, navigate on the
SendQuick dashboard to Filter Rules > Email Filter.

s ®
Socomt SendQuick’ Entera
admin Filter Rules - Email Filter
@ Dashboard
&£ Server Setup Show 10 v entries
0 Messaging Setup Ik
& Modem Setup
. Phone Book & Roster No  Description To
1 Atera (# atera@entera2022.sendquick.com
Y Filter Rules
2 domotz (& domotz@entera2022.sendquick.com
SNMP Trap Filter 3 ManageEngine OpManager@entera2022.sendquick.col
OpManager
Syslog Filter @

O Network Monitor 4 Nagios (& nagios@entera2022.sendquick.com

@ Helpdesk Integration 7 5  NetCrunch (Z  netcrunch@entera2022.sendquick.cor|

@& Security Setup
6 New Relic (& newrelic@entera2022.sendquick.com

& Password Management

7 PRTG & prtgalert@entera2022.sendquick.com
% Backup & Diagnostic
Ll Usage Logs 8 PRTG [ prtgalert@entera2022.sendquick.com
# System Test Tools % 9 Site 24x7 (& site@entera2022.sendquick.com
& API Specifications i

10 Splunk (& splunk@entera2022.sendquick.com

Add New Record

Figure 2-1: Email Filter > Add New Record

Click on Add New Record. You can then create a new record to define the email
address WhatsUp Gold should send to.

In our example, we will use whatsup@entera2022.sendquick.com

(Check your host and domain name value in the SendQuick dashboard under System
Overview under Host and Domain. In this example it is entera2022.sendquick.com)

The user email can be anything meaningful that you choose but the domain name of
the email address must correspond to your domain name of your SendQuick system.
Fill in the Description, Mail To and for Match Mode, check on ANY. Once done, click
Save.
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Add Mail Filter Rule

Description

Whatsup Gold
Mail To whatsup@entera2022.sendquick.com|
Z
Mail From (J
Zz
Subject [
zZ
Message [

Match Mode @ AL O ANY

Priority 5

v
Rule Status Enable v
Group
Select No Group v Add
New
Rule Time Buffer O Yes
Blackout None ~

m Cancel

Figure 2-2: Add Mail Filter Rule

Click on View for the record that you have created:

Account:
<SenaiiuiCck Entera = Engish OServerv  @Logout
admin Emal Fiter
@ Dashboard
= Searc
ing Sctup P
& Modem Setup Aule
Rule Time Date
. Phone Book & Roster T From Subject Message Priority Status  Group  Buffer Created  Match  Alert
. CPMANSqerBanteraz(22 Sarcaucx oM NONECATOrGOpmaragsr 2om s Disabie No 150372024 ANY fiew
T Filtor Rules I
newnsIc@enteraZ022 senceUT SN FonmEly DNt Catons nmameic. com 5 Disabie No  21/0372024 AL View
SNMP Trap Fiter > Z
rtgalert@entera2022. coer 5 Dmabie No 12/03/2024 ALL ew
Syslug Filter erigal her: Sendgack com ()
£2 Natwork Monitor frigaler@ontera2022 sondgquck com s Disable No  12/082024  ANY
© Helpdess ik
i AORNC Inugrae splunk@ertera2022 serdquick com 5 Disable No  20/03/2024  ANY View
& Security Setup
statimcaxs@entera?022 sercquick com rercty @zt meake com s Disable No 220032024  ANY
whatsup@entera2022 sencquck com s Enabie No 040412024  ANY
s Lo |
/ System Test Tools
records Prev Next
" ations ’
et Ve s

Figure 2-3: Email Filter > View

Then click on Add New Record.

You can then add multiple numbers, emails, or even pre-defined groups to
receive the notification alerts.
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Alert SMS Alert Email

Alert MIM

Alert Template XFRx:xSUBx:xMSGx
Alert Format None
Alert Mode Once

Send Acknowledgement Notice

() Disable Roster Management @

shift.

Alert Receiver

Mobile Number to Receive Alert Email to Receive Alert

Alert Voice

Disable Roster Management will ignore the phonebook user

[ ‘

Select from Phone Book

Select from Phone Book

Voice to Receive Alert

Select from Phone Book

Save

The default message is: xFRx:xSUBx:xMSGx where:
« xFRx is Email sender
« xSUBKx is the Email subject
* xMSGx is the Email message
« xDTMx is the alert triggered date/time
» xCASEIDx is the alert case id
« xLEVELx is the alert escalation level

Once - system will trigger alerts once only and stop

Once & Report - system will trigger alerts once only, then send report
Escalation - system will trigger alerts according to escalation level
settings.

Escalation & Report - system will trigger alerts according to escalation
level settings, then send report.

Send acknowledgement notice will send alerts to other alert receivers
once the case has been acknowledged

Group to Receive Alert

Select from Phone Book

Figure 2-4: Adding Mobile Number & Email to Receive Alerts

After you have keyed in the information, click on Save to continue.

2.2

Configure Email Setting in WhatsUp Gold

SendQuick will receive alerts from WhatsUp Gold and convert to SMS.

To configure Email Settings, go to Settings > Actions & Alerts > Actions and Policies.

WhatsUp Gold DISCOVER MY NETWORK ORI Q
Alert Center Log System Services
Search %X Q| B Today + O NoBusinessHours ~ | YSormSettings > % > Export
Date Message Discovery Settings > Severity
A Users and User Groups
Actions & Alerts > Actions and Policies
Libraries > AlmCem{jubriﬂs

Scheduling Activities >
WhatsUp Gold Add Ons

Wireless >

Figure 2-5: Settings > Actions & Alerts > Actions and Policies
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To add the Program Action, go to Action Library and click on the + sign.
Select Email under Actions.

Select Action Type X

The following action types are available for monitoring devices

Actions mai x Q

| Email
=5

Description

Figure 2-6: Email Action Type

To configure Program and Action go to Edit Email Action and fill in the following
information:

e SMTP Server (IP Address of SendQuick): Example - 192.168.1.222
Port: 25
Mail to / Receiver: whatsup@entera2022.sendquick.com
(anyname@SendQuick host name + domain )

e Mail from / Sender: WhatsUpGold@YourDomain.com

Edit Email Action

General Active and Passive Monitors Alert Center

Name
Email Alerts
Description

Send email to SendQuick

Receiver Sender
whatsup@entera2022.sendquick.com WhatsUpGold@sendquick.com
SMTP Server Port Timeout
192.168.1.222 25 30 second(s)
T

e

L Use authentication

n S

Figure 2-7: Edit Email Action
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Now, go to Actions and Policies and click on the + sign

Actions and Policies

Version 1.0

s

Jm
Action Policy T

Device Down

Implicit Action Policy

w@®nA X

Figure 2-8: Adding Actions and Policies
Add a Policy Rule to the Action as such:

e Action — Email Alerts

e Execute the action on state change — Down.

Edit Policy Rule

Email Alerts

Down
\

Blackout Schedule

+

] Schedule Details

|

| Select an action from the Action Library

Execute the action on the following state change

End Time

»

Duration

Figure 2-9: Edit Policy Rule

To discover networks, start a new scan. This will allow you to discover all the networks
available in the network.
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WhatsUp Gold DISCOVER MY NETWORK ANALYZE SETTINGS FAVORITES Q a g2 |
v

Alert Center L Piscovered Network

N o by~ O NoBusinessHours + Y NoFiter % > Expor
J
Date Saved Scan Settings ssage Severity
Scan History

Figure 2-10: Starting a new network Scan

Once scan is done, choose a preferred network for monitoring and start the monitoring
process.

Start/Update Monitoring

-l

Select a Destination Group for New Devices @ |

' b

& Discovered Devices ~ b

| Select Devices to Monitor L

[ Al available devices (newly found or to be updated) [
Name P Role (Click to Edit) Status

192.168.1.95 192.168.1.95 Device Update ’

|

4

‘
m Cance' ‘

Figure 2-11: Start/Update Network Monitoring

Go to my Network to check monitoring status of the network.
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WhatsUp Gold DISCOVER MY NETWORK ANALYZE SETTINGS FAVORITES Q a g2 |

2 Groups ¢ My Network (1 Devices) || [ Export % Display Map
3
e pa—
IS 2 Include all sub-groups =" Ll IPAddress Display Name Device Role Operating Sy... Status T Brand
0 192.168.1.95 @ 192.168... Device Up Lanner Elec...

) /e My Network (1)

é’ ¢ t\ All devices (dynamic group) (1)
L X

g t:‘ All routers (dynamic group) (0)

é J15e Discovered Devices (1)

Dynamic Group Examples (1)

Layer 2 Maps (0)

Recovered Devices (0)

Monitor Legend
<

Figure 2-12 : Checking Status of Monitored Network

2.3  Testing Email Alert Function

To test the Alert, we will have to go to SendQuick Entera and Reset the system. This
will send an alert to SendQuick system from WhatsUp Go when they detect a Network
is down.

o 20 sendOuice  SendQuick® Entera

admin Dashboard

& Dashboard W English v OServerv ®Logout
® Dashboard

£ Server Setup
" System Overview System Usage Modem Status Shutdown )
0 Messaging Setup

& Modem Setup

Host enteraé4 Network o ETHI ETH2 ETHS
E
. Phone Book & Roster B . Interface
Domain sendquick.com
i MAC: 00:90:0b:37:89:2¢
VAR IEARL Gateway 192.168.1.1
§ IP: 192.168.1.95
£ Network Monitor 5 DNS Server 127.0.0.18.8.8.8
Netmask: 255.255.255.0
> i
@ Helpdesk Integration System Version: 20141225 Modem License 8
Version Kernel: 4.19.265
& Security Setup Patch No: 13 (EMAv2-2) SMS to Email B Email To SMS P ;\}
Last Patch File: SQEntera_s20141225-p13.enc «@ «@
@ Password Management > Last Patch Date: 26/01/2024 10:56:41 . -
Serial No: 0901A001091 HISR:T0:8M8 [ v ] FIR:t0:5MS ©
“® Backup & Diagnostic
i 4
Up Time 0 days(s) 2 hour(s) 14 mins) Web:Secver Emall Server. &
Ll Usage Logs =
Storage System SSH f ) Email Filter \ )
/ System Test Tools Usage Application [N b
Database | SNMP Trap Filter 2 Syslog Filter )

Figure 2-13: Restarting a monitored network

To check if the Alert has been successfully sent, go to Usage Logs > Message Logs.
You should have received an alert notification from WhatsUp Gold if successful.
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Sendluick” Entera i

Usage Logs -~ Message Log

Queue m Unsent Inbox
0 Messaging Setup
SMS Sqoope

& Modem Setup
S Fhons Book & Hoster Search From 15/04/2024 To 15/04/2024 Al v m
Y Filter Rules
Show 100 v entries Search:
2 Network Monitor
|t Date& Delivery  Turnaround Mobile

& Helpdesk Integration No Time Date Time Sender Number Message
@ Security Setup 1 15/04/2024 15/04/2024 00:27 WhatsUpGold@sendquick.com WhatsUpGold@sendquick.com:192.168.1.95 (192.168.1.95) is Dow

v 18:03:49 18:03:51 (Whatsup Gold) that are down: Ping Monitors that are |
@, Password Management £ 2 15/04/2024 15/04/2024 00:20 WhatsUpGold@sendquick.com ’ atus:

18:03:42 18:03:42 (Whatsup Gold) http://localhost:80/NmConsole/#v=Wug_view_dashboard_DeviceSt{

% Backup & Diagnostic ’
SaveCSV | | SaveExcel | SavePOF m

M Usage Logs

_ Showing 1 to 2 of total 2 records Previous

Conversation Summary

Email Log

Voice Log

Figure 2-14: Alert for downed network
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3.0 Send SNMP Trap to SendQuick

3.1  Configure SNMP Trap to WhatsUp Gold
To configure SNMP Trap Settings, go to Settings > Actions & Alerts > Actions and

Policies.

DISCOVER FAVORITES

WhatsUp Gold

Alert Center Log

Date

System Services

x Q| B tosy v O NoBaessHows: v [RmSeing %
Message Discovery Settings > Severity
Users and User Groups
Actions & Alerts > Actions and Policies

Libraries > Alert cent{:jubranes

Scheduling Activities >

To add the Program action, go to Action Library and click on the + sign.

Figure 3-1: Actions and Policies

Select SNMP Set for Actions.

Select Action Type

The following action types are available for monitoring devices
Actions Search Q
§B) sus a
\
,
$8) sms Direct

}
el SNMP Set I
O] '
i
(B s
)]
& | Condics Roctart v

Description

S

Figure 3-2: SNMP Set Action Type

To configure Program and Action go to Edit Email Action and fill in the following

information:

e |P address (IP Address of the Appliance WhatsUp Gold was Installed in):

Example — 10.166.1.1

Copyright © 2025, SendQuick Pte Ltd
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Value to Set (IP Address of SendQuick Server): Example - 192.168.1.222

[ ]
e SNMP Credential: Public
Value Type: IP address

Edit SNMP Set Action

SNMP Trap

Description

Sends an SNMP Trap to SendQuick System

SNMP timeout SNMP retries

5 second(s)

Device settings

IP address or host name

10.166.1.1

SNMP vIN2A3 credential

public (SNMPv1)

Object details | Browse

ObjectiD Instance
1.3.6.1 0

Value type Value to set
IPAddress 192.168.1.222

n e

Figure 3-3: Edit SNMP Set Action

Now, go to Actions and Policies and click on the + sign.

Actions and Policies w@noX
—
* : earc Qe
Jm

Actioh Policy T

Device Down

Implicit Action Policy

Figure 3-4: Add new action policies

Add a Policy Rule to the Action as such:
e Action: SNMP Trap
e Execute the action on state change: Up

Copyright © 2025, SendQuick Pte Ltd
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Edit Policy Rule

Select an action from the Action Library =
SNMP Trap
Execute the action on the following state change
Up
Only if the following state was reached
Blackout Schedule
+ R
[0 Schedule Details Start Time End Time Duration
-

“ Car‘ce'

Figure 3-5: Edit Policy Rule

Configure SNMP Trap in SendQuick Entera.
Go to Filter Rules > SNMP Trap Filter and click on Add New Record.

- ®
— SendQuick’E
endLluick” Entera B Englsh v OSeverv  @logout
admin Filter Rules -~ SNMP Trap Filter
@ Dashboard
&8 Server Setup 2 Show 10 v entries Search:
0 Messaging Setup > I Rules
& Modem Setup > Rule Rule Time Date
No Description From Message MmiB oD Priority Status Group Buffer Created Match Alert ]
. Phone Book & Roster
1 SNMP Trap from PRTG 10.166.1.1 5 Enable No 08/03/2024 ANY View a
@ @
Y Filter Rules
2 SNMP Trap from PRTG  10.168.3.205 5 Enable No 12/03/2024 ANY View =
Email Filter NEW @
3 SNMP Trap from PRTG 127.0.0.1 5 Enable No 13/03/2024 ANY View O
NEW2 @ z
Syslog Filter % 4 SNMP Trap from 10.166.1.1 5 Enable No 12/04/2024 ANY View
WhatsUp Gold (@ @

2 Network Monitor > ——

@ Helpdesk Integration
Showing 1 to 4 of total 4 records Previous - Next

@ Security Setup

&, Password Management > SNMP Forwarding Address | Message Time Buffer | View and Upload MIB Files | Set Up Message Fitter String

¥ Backup & Diagnostic

Figure 3-6: Add new SNMP trap filter

Edit the SNMP Rule as such and click on Save.

Figure 3-7: Configuring SNMP Trap Filter
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Edit SNMP Filter Rule

Description SNMP Trap from WhatsUp Gold

Message [

Select MIB None 7

Include TrapObjectName in Message Text? @ Yes O No
Include Varbind Value in Message Text? ® Yes ONo

Match  OALL @ ANY

Priority 5 v
Rule Status Enable Vv
Group
Select No Group v Add
New

Rule Time Buffer O Yes

Blackout None ~

3.2 Testing SNMP Trap Alert Function

To test the alert, we will have to go to SendQuick Entera and Reset the system. This
will send an alert to SendQuick system from WhatsUp Gold when they detect that a
network is down

X P - ®
29 senaluce  SendQuick® Entera
Dashboard
. @ English v OServer v ®Logout
% Dashboard
System Overview System Usage Modem Status Shutdown )
0 Messaging Setup >
S Modem Setup
Host entera6d Network = S e (i
. Phone Book & Roster Intwtocs
Domain sendquick.com
i MAC: 00:90:0b:37:89:2¢
\Y:Fiiter:Eules Gateway 192.168.1.1
IP: 192.168.1.95
£ Network Monitor £ DNS Server 127.0.0.1 8.8.8.8
Netmask: 255.255.255.0
@ Helpdesk Integration 22 System Version: 20141225 Wodrn Licarias 3
Version Kernel: 4.19.265
@ Security Setup > Patch No: 13 (EMAv2-2) SMS to Email 4 Email To SMS
Last Patch File: SQEntera_s20141225-p13.enc R
@ Password Management 2 Last Patch Date: 26/01/2024 10:56:41 =
Serial No: 09014001091 HITRTo.SM8 [ FIR$0.8M5;
% Backup & Diagnostic = >
Up Time 0 days(s) 2 hour(s) 14 min(s) Web Server ( Email Server
L Usage Logs
Storage System SSH A% Email Filter
# System Test Tools Usage Application [N 2
Database | SNMP Trap Filter & Syslog Filter

Figure 3-8: Restart a monitored network

To check if the Alert has been successfully sent, go to Usage Logs > Message Logs.
Figure 3-9: Alert for restored network
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You should have received an alert notification from WhatsUp Gold if successful.

Send uUICkw Entera 8 English v O Server v “*Logout

Message Log

cueve | [ [ vroent  toven
3 Messaging Setup

> Sqoope
3 Modem Setup

[§ Server Setup

= Phore Book & Roster Search From 15042024 To 15/04/2024 Al v m
I Filter Rules
Show 100 v entries Search:
2 Network Monitor
1L Date& Delivery Turnaround Mobile

D Helpdesk Integration No Time Date Time Sender Number Message
3 Security Setup 1 15/04/2024 15/04/2024 00:27 Whatsl com - ‘Whatsl k.com:192.168.1.95 (192.168.1.95) is Down.:Device Primar

18:03:49 18:03:51 (Whatsup Gold) that are down: Ping Monitors that are up: Device St
& Password Management 2 2 15/04/2024 15/04/2024 00:20 WhatsUpGold@sendquick.com ) atus:

18:03:42 18:03:42 (Whatsup Gold) http: 80/NmC: /#v=Wug_view. D %7B8%2
P Backup & Diagnostic 4

Save CSV Save Excel Save POF m

W Usage Logs

Showing 1 10 2 of total 2 records Prev - Next
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