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Nagios - sendQuick
Integration Guide

1.0 Introduction

1.1 About TalariaX Pte Ltd

TalariaX™ develops and offers enterprise mobile messaging solutions to facilitate and
improve business workflow and communication, and is widely used in areas such as IT alerts
& notifications, secure remote access via 2-Factor Authentication, emergency & broadcast
messaging, business process automation and system availability monitoring.

In addition to functionality, TalariaX’s messaging solutions have also been developed with
other key features in mind. These include security and confidentiality of company
information, and ease in mitigating disruption during unplanned system downtime such
as that arising from cyberattacks.

1.2 About sendQuick

sendQuick is a comprehensive Short Messaging Service (SMS) gateway that is available
in the form of an appliance or as a cloud-based solution. sendQuick is used by more than
1,500 businesses, including many Fortune Global 500 companies, in 40 countries and
across industries such as banking, finance, insurance, manufacturing, retail, government,
education, and healthcare.

1.3 Purpose of Document

This document is prepared as a guide on how to integrate sendQuick with Nagios to send
SMS alerts. In this guide, we will be using sendQuick Alert Plus for the integration.

The method we will be using to integrate Nagios with sendQuick is the email method. This
method allows users to make full use of sendQuick notification management features such
as roster and escalation management. Besides SMS, sendQuick can also notify alerts
through other communication channels such as social messenger applications, multiple
emails and automated Voice calls.
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2.0 Send Email to sendQuick appliance using SMTP

When the monitored device is down or there is a need to send an alert, Nagios can trigger
an email to sendQuick. sendQuick will then convert the email message to SMS.

2.1 Configuring Email Settings in Nagios

To access the configuration of Email Settings in Nagios Xl, navigate to the following:
Configure > System Configuration > Email Settings.

On the dashboard of Nagios Xl platform, click Configure.

Home Views Dashboards Reports Configure Tools Help Admin

N

~ Quick View V
Home Dashboard HOI‘I‘IE Dashboard o

Tactical Overview

Birdseye

Operations Center

Operations Screen ¥ Getting Started Guide %+ Host Status Sumn

Open Service Problems

Common Tasks: Up Down
Open Host Problems

" 64
All Service Problems « Change your account settings = i
All Host Problems Change your account password and general preferences. Unhandled
I Network Outages « Change your notifications settings 11
Change how and when you receive alert notifications.
w Details ; Last Updated: 2020-12-01 1
s Configure your monitoning setup
Service Status Add or modify items to be monitored with easy-to-use wizards.
Host Status
Hostgroup Summary Getting Started:
Hostgroup Overview
Figure 1: Nagios Dashboard
Click System Configuration.
N = | g iﬂ s Home Views Dashboards Reports Configure

o Configure V
88 Configuration Options Configuration Options

Choose what how yvou would like to configure MNagios XI. To get started r
o Configuration Tools ¥ g & g
# Configuration Wizards
@ Auto-Discowvery
W Manage Templates

Deploy Monitoring

Auto D | t . . .
S A UL s Quickly deploy MCPA {our monitoring agent) on =
= Deploy Agent
m Manage Deployed Agents

#£* Deployment Settings

Rumn Awutc

“»w Advanced Configuration

¥ Core Config Manager

“w More Options - \
= —_—

pa— Start Monitoring Now

r* Swstemn Configuration
Quickly monitor a new dewvice, server, application, or service

~ Unconfigured ijects using an easy configuration wizard.
* Deadpool Settings

Run a configuration wizard

Figure 2: Configuration Page
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Lastly, click on Email Settings.

Dashboards Reports Tools Help Admin

Configure

vV

+ System Information

¢ System Status

#& Monitoring Engine Status
0 Audit Log

© Check For Updates

w Users

& Manage Users

= LDAP/AD Integration

A Motification Management
% User Sessions

+ System Config

£ System Settings
M License Information
Y Prowxy Configuration

3= Performance Settings
<] Automatic Login
>~ 55H Terminal

» Monitorina Confia

System Settings

& General * Security

General Program Settings

& Passwords & Accounts ! Theme & Display & User Accounts

Program http://192.168.1.251/nagiosxi/
URL:
The default URL used to access Magios X1 directly from your internal network.
External
URL:

The URL used to access Nagios X1 from outside of your internal network {if different than the defau
guick access to the interface.

[0 Automatically Check for Updates {Check Now)

[ Allow HTML Tags in Host/Service Status

Timezone Settings

Figure'3: Syste'm'Configuration Page

The Email Settings page will appear as shown:

w System Information

¢ System Status

#& Monitoring Engine Status
0 Audit Log

© Check For Updates

w Users

& Manage Users

= LDAP/AD Integration

A MNotification Management
% User Sessions

+ System Config

£ System Settings

R License Information
T Proxy Configuration
) System Profile

& Email Settings

t Mobile Carriers

3= Performance Settings
<] Automatic Login

»_ S5H Terminal

» Monitoring Config

Dashboards Tools Help Admin

Configure

Views Reports

V

Email Settings

Modify the settings used by your Nagios XI system for sending email alerts and informational messages.

<« Outbound & Inbound

Mote: Mail messages may fail to be delivered if your XI server does not have a valid DNS name. For mor

Outbound Mail Settings

Send From: nagios@company.com
Send Method: Sendmail
@ SMTP
Logging: [J Enable lzgging of mail sent with the internal mail compeonent (PHPMailer) fusr/local;

Figure 4: Email Settings Page

Copyright©2021, TalariaX Pte Ltd
Page 6



Tgnb,f‘y‘mﬁyg Nagios — SendQuick Integration Guide 1.0

Under Outbound Mail Settings, you can key in any email address of your choice (for
example: nagios@company.com) in the field for Send From.

Select SMTP for Send Method.

Under SMTP Settings, key in the IP address of a sendQuick device (in this example, we
will be using 192.168.1.96) for the field of Host.

For Port field, enter 25.

Select option None for Security.

Outbound Mail Settings

Send From: nagios@company.com

Send Method: ' Sendmail
W SMTP

Logging: [] Enzble logging of mail sant with the internal mail component (PHPMailer) fusre/lo

SMTP Settings

152.168.1.56

Username:

Password:

Security: ® o=
() TS
i s5L

<4 Send a Test Email

Update Settings Cancel

Figure 5: Configuration for Email Settings
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2.2 Add Email Address

To add Email Address, you have to navigate to the following:
Configure > My Account Setting > Account Information.

On the dashboard of Nagios Xl platform, click Configure.

Home Views Dashboards Tools Admin

Reports Configure Help

w Quick View V
Home Dashboard Home Dashboard =
Tactical Overview
Birdseye
Operations Center
Operations Screen ¥ Getting Started Guide ¥ Host Status Sumn
Open Service Problems Common Tasks: Up Down
Open Host Problems
. 64
All Service Problems « Change your account settings E —
All Host Problems Change your account password and general preferences. Unhandled
™ Network Outages » Change your notifications settings 11
Change how and when you receive alert notifications.
“ Details Last Updated: 2020-12-01 1

Configure your monitoring setup
Service Status Add or modify items to be monitored with easy-to-use wizards.

Host Status

Hostgroup Summary Getting Started:

Hostgroup Overview

Figure 6: Nagios Dashboard

Click on My Account Settings.

Dashboards Reports Configure

Nagios

V
Configuration Options

Choose what how you would like to configure Magios XI. To get started r

w Configure

22 Configuration Options

w Configuration Tools

# Configuration Wizards
@& Auto-Discovery

b Manage Templates ) .
Deploy Monitoring

Auto Depl t . .
A e Quickly deploy MCPA {our monitoring agent) on

P Deploy Agent
M Manage Deployed Agents
## Deployment Settings

Run Autt

w Advanced Configuration

£+ Core Config Manager

w More Options

I * My Account Settings I

r* User Management
r* Unconfigured Objects
r* Deadpool Settings

;\\
Start Monitoring Now

Quickly monitor a new device, server, application, or service
using an easy configuration wizard.

Run a configuration wizard »

Figure 7: Configure Page
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Lastly, click on Account Information.

w My Account P'

Account Informatic

General Account Settings

+w MNotification Options

Motification Preferences Mew Password: |
Metification Mathods
MNotification Messages Repeat New Passwaord:
Send Test Meotifications

Mame: Magios Adr

Figure 8: Account Settings Page

Under General Account Settings, enter anyname@sendQuickIP (in this example, we are
using alert@192.168.1.96) under Email Address.

(Note that the email address entered here must be the same as the email address for
the Email Filter in sendQuick)

N a g i 0s’ Home Views Dashboards Reports Configure Tools Help Admin
» My Account V
& Account Information Account Informatlﬂn

* User Sessions

General Account Settings
~ Motification Options

Motification Preferences New Password: |

Motification Methods

Motification Messages Repeat New Password:

Zend Test Motifications

Name: Magios Administrator
Email Address: alert@152.168.1.96
API Key: BKBk27MQeEAQtERkneRWp3WKgBKsFDbd DLAEEjriWhcIU34hBUdgjpZCQZksCuYb

| Gomerse noe AP ey

Enable API Access

Mmmmnvmd Deed e mne

Figure 9: Configuration for Account Settings
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3.0 Configure Email Filter in sendQuick

sendQuick allows you to configure alerts to be sent to multiple phone numbers, groups or
even combinations of emails and SMS.

3.1 Navigate to Email Filter

To explore this feature, navigate on the sendQuick dashboard to:
Filter Rules > Email Filter

Account: sendQuiC.‘(@AIertPtus Server Admin

admin

Dashboard

@& Dashboard

= | >
— PACEEELY System Usage Modem Status

0 Messaging Setup

& Modem Setup 3 Host alertplus64
Y Filter Rules Domain sendquick.messenger
Gateway 192.168.1.1
Email Filter
DNS Server 127.0.01
SNMP Trap Filter
System Version: 20150606 (4.19.134)
Syslog Filter Version Patch No: 8HF8
Last Patch File: SQAplus_s20150606-p8HF8.enc
L Network Monitor > Last Patch Date: 19 Nov 2020 10:37:59

Serial No: 5Q0210170500010

' Figure 10: sendQuick Dashboard

3.2 Create arule in Email Filter
Click on Add New Record

Account: sendQuick®A£ertPtus Server Admin

admin Filter Rules ~ Email Filter

@ Dashboard

B8 Server Setup Show 10 ~ | entries
0 Messaging Setup 1 Rules
& Modem Setup ? Rule
No Description To From Subject Message Priority Statu
Y Filter Rules
No data availab
Email Filter | Add New Record

SNMP Trap Filter
Showing 0 record

Syslog Filter

O Network Monitor ? Email Forwarding m

& Security Setup

Figure 11: Email Filter Page

You can then create a new record to define the email address Nagios should send to (in our
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example, we will use alert@192.168.1.65).

(Note that this email must be the same as the one entered in Nagios Account
Information)

It will be filtered by the Mail To field. Nagios will trigger an email to_alert@192.168.1.96. If
the rule is matched, SMS will be triggered.

You can enter your own Description for example Nagios to specify that this rule is used
for Nagios.

Edit Mail Filter Rule

Description Nagios

Mail To £ alert@192.168.1.96

Mail From [

Subject ]

Message [

Match Mode ®ALL O ANY

Priority £ a
Rule Status Enahle w
Group
Select No Group | Add
Maw

Figure 12: Adding Email Filter Rule
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3.3 Configure mobile number to receive alert notifications
The Email Filter rule will be shown after created.

Click on View.

Account: send(\}uick@AlertPlus Server Admin
admin

Email Filter
@ Dashboard

B Server Setup Show| 10 v entries
0 Messaging Setup

& Modem Setup

Y Filter Rules

Io Eom

@ English v OShutdown CRestart # Logout

Search

Rules

Message
Rule Time Date
Boiozite Statu Groun. B

alert@192.168.1.96

SNMP Trap Filter

5 Enable

Yes 02122020 ALL

Syslog Filter
Showing 1 to 1 of total 1 records

m s gisond

Figure 13: Email Filter Rule

Click Add New Record.

Account: sendQuiCI(@AtertPtus Server Admin

admin Filter Rules Email Filter View Alert

@ Dashboard

= Server Setup

0 Messaging Setup Description
& Modem Setup > Mail To
Mail From
T Filter Rules
Subject
Email Filter
Message
SNMP Trap Filter
Match Mode

Syslog Filter

O Network Monitor

Show 5 ~ entries

& Security Setup
@ Password Management

% Backup & Diagnostic > No i

I Add New Record I

|l Usage Logs

# System Test Tools

‘B English v O Shutdown

Email Filter Rules
Nagios

alert@192.1628.1.96

ALL

Search

Message Receiver Alert Template

Mo data available in table

Figure 14: Email Filter Rule

You will be able to enter multiple mobile numbers of personnel. They will be the one to

receive the alert notifications.

Scroll down to Alert Receiver. Under Mobile Number to Receive Alert, key in as many

numbers as you want.

(Note that each number must be entered per line)

Click Save.
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Alert Receiver

Mobile Number to Receive Alert Email to Receive Alert Voice to Receive Alert
98765432
87654321
89123567
90123456
P s
[ Save Cancel

Figure 15: Email Filter Rule Configuration

You will be able to see the mobile numbers that you have assigned.

Show| 5 v | entries Search:
No |& Message Receiver Alert Template Edit OJ
1 ) } Edit# O
Alert Mode: Once ’ xFRx:xSUBx:xMSGx
Alart Message [ ] Alert Email ErO R
98765432 NIA Subject: xSUBx
87654321 o
39123567 Message: xMSGx
90123456
xFRx:xSUBx:xMSGx
Alert Voice . Alert Group L
NIA NIA
Delete

Add New Record

Showing 1 to 1 of total 1 records

Previous Next

Figure 16: Email Filter Rule Configuration

Copyright©2021, TalariaX Pte Ltd
Page 13



TALARI

simplify mobility Nagios — SendQuick Integration Guide 1.0

4.0 Testing Configuration

After configuring both Nagios and sendQuick, we must ensure both parties are able to
communicate with one another.

4.1 Sending Test Email from Nagios
Navigate to Email Settings and click on Send Test Email

w Users - V
& Manzge Users Email Settings
= LDAF/AD Integration
M Motification Management Modify the settings usad by your Magios ¥ system for sending email zlerts and informational messages.

% User Saessions

B | 1
4 System Settings

LJ (== InF{Ierat.mn = Cutbound & Inbound

T Proxy Configuration

J System Profile

== Emnail Settings

%= Mobile Carriers Mote: Mail messages may fail to be delivered if your XI server does not have a valid DNS name. For more infc
= Performance Settings

«# Automatic Login

»— 8SH Terminal Outbound Mail Settings

~ Monitoring Config

T Send From: nagios@Ccompany.com
= Outbound Transfers Send Method: ) Sendmai

= Inbound Transfers SMTP
w System Extensions Loggings: [] Enzable logging of mail sent with the internal mail componant {PHPMailer) fusrflocal /nagi

&) Manags Componsnts
# Manage Config Wizards .
0 Manage Dashlets SMTP Settings
M Manage Flugins

O Manage Graph Templatas

Host: 192.168.1.95
O Manage MIBs @
2 Custom Includes
Port: 25
~ System Backups
"D Scheduled Backups - Usernames:

Figure 17: Email Settings Page

Views Dashboards Reporis Configure Tools Help Admin

~ Users - P’

& Manage Users Test Email Settings

= LDAP/AD Integration
A Notification Managemant Use this to s2nd a test email to your current logged in user addrass to verify you can recieve alerts from Magios XI.

% User Sessions L
An email will be zent to: alert@192.168.1.96

v System Config Change your email address

% System Settings

M License Information
T Proxy Configuration € Back 4 Send Test Email |
O] Systemn Profile

= Emnail Settings

Y. Mabile Carriers

% Performance Settings
< Automatic Login

Figure 18: Test Email Settings
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If email is sent successfully, the following message will appear:

N =1 g | os’ Home Views Dashboards Reports Configura Tools Help Admin

w Users -V

& Nznags Users Test Email Settings

= LDAP/AD Integration
A Notification Management
% User Seszions

A test amail was sent to alert@192.168.1.06
& ST BT Mailer said: [12-02-2020 10:50:05] Message sent! (method=smtp;host=192.168.1.06;port=25;security=none), Referer: admin/testemail.php
£} System Settings

M Licens Information
T Proxy Configuration
O System Profile An email will be sent to: alert@192.168.1.96
= Ermnail Settings

. Mobile Carriers

%+ Barformanrce Settinns

Use this to s=nd a test email to your current logged in user address to verify you can recieve alerts from Magios XI.

Change your email address

Figure 19: Email Testing Successful

4.2 Ensuring sendQuick receives Email

To confirm that sendQuick has subsequently received the email and sent out as SMS, go
to sendQuick dashboard. Navigate to:
Usage Logs > Message Logs

Click on the Sent tab and SMS tab. If there is a corresponding entry in the logs, that
means the SMS text was sent successfully.

Account: SendQ)UiCk®AIEftPlUS Server Admin W English v OShutdown & Restart @ Logol

admin Message Log

@ Dashboard

= c
— e m Sent Unsent Inbox

0 Messaging Selup

& Modem Setup Main Defer SMS Sqoope
v Search From To
L Network Monitor

Show 100 w entries Search:
& Security Setup

Noi2 Date & Time Sender Mobile Number Message Priority
&, Password Management

1 02/12/2020 10:56:12 nagios@company.com (Nagios) 97604550 o remove this message. ™ Nagios XI Alert =~ Nagios has 9 O
¥ Backup & Diagnostic detected a problem with this service Notification Type
PROBLEM Service: HTTP Host: 192

Figure 20: Testing Successful
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